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DefendX Software Vision™

Installation Overview

This guide details the components of DefendX Software Vision™ along with their related

documentation from an administrator’s perspective.
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Section 1: Executive Summary
DefendX Software’s Vision provides critical analytical information about a company’s full storage landscape. When armed

with the combination of graphs, charts, and tables, a customer has the ability to identify aged, duplicate, and orphaned
files to get the right files to the appropriate tier of storage, therefore significantly saving on storage costs.
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Section 2: Vision System Requirements and Components

Here are the recommended Requrements, based on Implementation size:

For Small (up to 100T&f data to scanImplementations

I /v | cPu| DiskGB | 1OPS| NET
DB Server 16 8 250* 400 1x1Gb
s 8 3 80 20 1x1Gb
Data Collection Agent Proxy(per
server) 8 3 60 120 2x1Gb

For Medium (101 to 500TBf data to scan Implementations

I v | cPu| DiskocB | OPS| NET
DB Server 16 8 500* 800 1x1Gb
s 8 4 80 40 1x1Gb
Data Collection Agent Proxy(per
server) 8 4 60 120 2x1Gb

For Large (501TB to 2RPBdata to scan Implementations
DB Server 32 16 2000* 1200 1x10Gb
s 12 6 80 80 1x1Gb
DataCollection Agentt CTE + Proxy
(per server) 8 4 60 240 1 x 10Gb

For Enterprise (Greater than 2R data to scan Implementations

I - | cPu| Diske [ ops|  NET
DB Server 64 32 4000* 1800 1x10Gb
s 16 8 80 160 1x1Gb
Data Collection Agent Proxy(per
server) 8 4 60 360 2 x 10Gb

* Vision Database grows at approximatley 1 GB for each TB of data scanned. There are built in tools to manage this

growth.

V' DerenDX
®

Copyright © 2018 DefendX Software




Required for all installations:

1) Administration Web Site for Vision (also known as Vision Analysis Server)
2) Microsoft SQL Server with SSRS

3) Vision Data Collection Agent (based on storage types, one or more will be required)

Optional installations for desired use case(s):

0 SSRS Report Pack

2.1. Windows Web Server — IS

When installing the Windows Web Server (lIS) Role and features it's important to:

2.1.1. Security Features

Ensure that Basic Authentication and Windows Authentication are installed. Adding all the Security Features is
ideal if not against corporate policies or best practices.

Role services

4 [v] Web Server
[v] Common HTTP Features
[vl Health and Diagnostics
[Vl Performance
| Request Filtering
Basic Authentication

[] Centralized SSL Certificate Support

|| Client Certificate Mapping Authentication
| Digest Authentication

lIS Client Certificate Mapping Authenticatio
| IP and Domain Restrictions

URL Authornization

.\deows Authentication

< m >
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2.1.2. Application Development Features

Make sure that the following 5 features are enabled: .NET Extensibility 3.5, .NET Extensibility 4.5, ASP (with ISAPI
Extensions and Filters), ASP.NET 3.5, ASP.NET 4.5

Role services

4 [v] Web Server
vl Common HTTP Features

[v] Health and Diagnostics
[V Performance
v

|
| Security

W BApplication Developmen

NET Extensibility 3.5
[VINET Extensibility 4.5

4

|v| B SAPI Extensions
(v BSAPI Filters

2.2. MS SQL Server

Vision and File Auditor will support installations to instances on MS SQL Server 2008 or 2012.

When Installing SQL Server 2008, 2012, or 2014
1. Mixed mode authentication must be enabled on SQL Server at installation.
2. Assure that Reporting Services are installed (SSRS).
3. The Remote Connection to the SQL Server should be enabled.
4. A Service Account must be available that has the following permissions enabled on the Vision databases and
report services:
Systems Administrator (sa)
db_datareader
Backup_operator
Content Management
Execute

a.
b.
c.
d.
e.

2.3. Ports required for communication:

DCA Server Webserver
Prim Storage 135
DCA Server 389, 3260 80, 1433, SSRS port
sQL 80, 1433
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Section 3: Vision Installation Sequence

First Time Installations:

Step

Description

Before you begin: please confirm that we have a service account (or accounts) with the
following conditions:
1. Local administrator on the server that Vision web components will run on.
2. Systems Administrator (SA) in the SQL Database that Vision will run on.

a. if SQL Server is installed on a dedicated server, then local. administrative rights on
that server will allow for the use of Integrated Security.
3. SQL Server must be installed with “mixed mode authentication”.
4. 11S must be installed with Basic and windows authentication turned on under security.
5. A service account must have full read rights on each of the host storage devices.

See document Installation GuideDefendX SoftwareVision Analysis Server

Vision Analysis Server is installed first and will also create the databases.

See documents Installation Guide— Data Collection Agent.
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About DefendX Software

DefendX Software helps organizations secure their critical business files and maximize the value of their enterprise file
storage resources. From comprehensive intelligence, modeling, costing and chargeback to seamless file movement,
protection and archiving, DefendX provides industry-leading capabilities to eliminate waste and align the value of files with
the storage resources they consume. With DefendX, important file locations and the users who access them can be
monitored to provide governance, protect against theft and enforce compliance policies. For more than 20 years, DefendX
Software has been helping public and private sector customers around the world save money and eliminate risk every
day.

DefendX Software Professional Services

DefendX Software’s Professional Services offers consulting, training, and design services to help customers with their
storage management challenges. We have helped hundreds of customers to implement cost-effective solutions for
managing their storage environments. Our services range from a simple assessment to in-depth financial analyses.

For further assistance in creating the most cost-effective Storage Management Infrastructure, please contact your DefendX
Software Representative at 800-390-6937.
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Legal & Contact Information

The information contained in this document is believed to be accurate as of the date of publication. Because DefendX
Software must constantly respond to changing market conditions, what is here should not be interpreted as a
commitment on the part of DefendX Software, and DefendX Software cannot guarantee the accuracy of any
information presented after the date of publication.

This user manual is for informational purposes only. DEFENDX SOFTWARE MAKES NO WARRANTIES, EXPRESS
OR IMPLIED, IN THIS DOCUMENT.

DefendX Software and other marks are either registered trademarks or trademarks of DefendX Software in the United
States and/or other countries. Other product and company names mentioned herein may be the trademarks of their
respective owners.

DefendX Software products and technologies described in this document may be protected by United States and/or
international patents.

DefendX Software
119 Drum Hill Road, #383
Chelmsford MA 01824
Phone: 1-800-390-6937
E-mail: info@DefendX.com
Web Site: http://www.DefendX.com

Copyright © 2018 DefendX Software. All rights reserved. All trademarks and registered trademarks are the property of

their respective owners. Doc#DFX1030EF
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